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(54) Method and computer program product for efficiently and reliably sending small data 
messages from a sending system to a large number of receiving systems 



(57) In a network with a sending system networked 
to at least one receiving system, it is sometimes desira- 
ble to transfer relatively short messages between the 
sending system and receiving systems in a highly relia- 
ble yet highly efficient manner. The present invention 
defines two short message protocols, one of which 
relies on a statistical model and the other of which uses 
positive acknowledgement to track receipt of transmit- 
ted packets by intended recipient. In the statistical relia- 
bility mode messages are divided into a guaranteed 
minimum number of packets, with additional packets 
being added if the message length is insufficient to fill 
the guaranteed minimum number of packets. The posi- 
tive reliability mode of the present invention periodically 
sets an acknowledgement flag in the packets transmit- 
ted for a message. Receiving systems send an 
acknowledgement in response to receipt of that packet. 
The sending system tracks receipt of acknowledge- 
ments by intended recipient and retransmits any unac- 
knowledged packets so as to positively assure the 
packets are received. Receiving systems send negative 
acknowledgements to request retransmission of miss- 
ing packets. Negative acknowledgement suppression is 
implemented at both the sender and receiver to prevent 
a flood of negative acknowledgements from overwhelm- 
ing the network. When packets are missed, the receiver 
selects a wait time that must elapse before the negative 
acknowledgement is sent. The wait time is selected 
according to a defined probability density function that 
results in relatively few negative acknowledgements 
being sent early on and relatively more negative 



acknowledgements being sent later on. 
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Description 

BACKGROUND OF THE INVENTION * 

5 1. Related Applications 

[0001] This application is related to United States Patent Application Serial No. 09/106,403, entitled "Method and 
Computer Program Product for Efficiently and Reliably Sending Small Data Messages From a Sending System to a 
Large Number of Receiving Systems," filed in the names of Keith Hamilton and Robert Meizlik, and to United States 
10 Patent Application Serial No. 09/106,400, entitled "Method and Computer Program Product for Efficiently and Reliably 
Sending Small Data Messages From a Sending System to a Large Number of Receiving Systems," filed in the names 
of Robert Meizlik and Keith Hamilton, both of which were filed on the same date as the present application. 

2. The Field of the Invention 

15 

[0002] The field of the present invention relates to small data message transmission from a sending system to a plu- 
rality of networked receiving systems. Such data communication is useful for centrally monitoring and controlling sys- 
tems simultaneously. More particularly, the present invention deals with techniques for reliably making the transmission 
while simultaneously reducing the network traffic associated with such reliability. 
20' • ' ' \ ' ■ *;••■■ 

3. The Prior State of the Art 

[0003] In large scale networks, it is sometimes desirable to be able to quickly broadcast short messages containing 
relatively few packets to the network and to ensure that every system on the network receives the message with either 
25 an absolute certainty or with a very high probability. A sending system can send the message to a number of receiving 
systems. This capability can be used for a wide variety of purposes including centralized control of applications residing 
on the receiving systems. Inasmuch as it is possible to reliably transmit relatively short messages, a large, loosely cou- 
pled network can have centralized control attributes similar to those characteristics of mainframe systems. 
[0004] One way to ensure reliability is to communicate with each and every receiving system using a connection 
30 based protocol, such as TCP over an IP network. In a connection based protocol, one system forms a connection to 
another system, transacts all communication with that system, and terminates the connection. If communication with 
multiple systems is desired, a connection is formed with each system, in turn. The overhead associated with creating 
and managing a connection between a sending system and a number of receiving systems is prohibitively expensive 
when there are a large number of receiving systems. 
35 [0005] In order to reduce the overhead associated with connection based protocols, connectionless protocols, such 
as UDP over an IP network, have been developed. Connectionless protocols typically rely on a broadcast or "multicast" 
model where a single message is broadcast to a multiple receiving systems without forming a connection with the indi- 
vidual systems. This approach eliminates the overhead associated with forming connections with each system, but suf- 
fers from the inability to guarantee receipt of messages to all systems. For IP networks, multicast is unreliable by design 
40 in order to reduce overhead of sending packets to multiple destinations. 

[0006] Other messaging protocols have been developed to address the problem of high reliability in the context of 
large messages consisting of hundred of thousands or millions of packets, but not for short messages of relatively fewer 
packets. Such protocols send data from a sending system to multiple receiving systems connected in an IP network 
using IP multicast that reduces sending overhead. When trying to address the inherent unreliability of IP multicast, cur- 
45 rent solutions may focus on high reliability for relatively few destinations as would occur in video conferencing or 
dynamic whiteboard application or may focus on many destinations for large data sets, such as streaming audio or 
video data, where dropping some packets is not viewed as a serious problem. These solutions to the inherent unrelia- 
bility of IP multicast do not address the needs for highly reliable short message communications between a sending 
system and a plurality of receiving systems. Furthermore, such protocols usually do not scale well to very large net- 
so works because they create large floods of acknowledgments (ACKs) for positively assuring receipt and negative 
acknowledgments (NAKs) for causing retransmission of missing packets. In large scale networks this flood of ACKs and 
NAKs can totally choke the network. 

[0007] Finally, prior protocols do not tightly couple the multicast of an original message with any replies that may be 
received. Again, this is due to the problems that were being solved, namely, that of reliably sending data out unidirec- 
55 tionally without expecting replies rather than having bi-directional communications as would occur in controlling distrib- 
uted applications. 

[0008] What would represent an advancement in the art would be a way of sending short data messages from a send- 
ing system to a plurality of receiving systems that reduces the network traffic normally associated with currently availa- 
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ble solutions using efficient connectionless data transfer mechanisms, such as UDP multicast over IP networks. It would 
be a further advancement for such a method to further strongly couple response messages from each receiving system 
to the sending system in order to provide a bi-directional communication path. 

* 

5 SUMMARY AND OBJECTS OF THE INVENTION 

[0009] It is an object of the present invention to reduce the amount of network traffic associated with reliably sending 
a small data message from a sending system to a number of receiving systems. 

[0010] It is another object of the present invention to utilize negative suppression at both the sending system and at 
10 each receiving system to reduce network traffic. 

[0011] For one aspect of the present invention, small messages are reliably sent on a statistically reliable basis so 
that the sending system is reasonably assured that all or almost all receiving systems have received the message while 
another aspect of the present invention positively assures that small messages were received by all the receiving sys- 
tems. 

15 [001 2] Additional objects and advantages of the invention will be set forth in the description which follows, and in part 
will be obvious from the description, or may be learned by the practice of the invention. The objects and advantages of 
the invention may be realized and obtained by means of the instruments and combinations particularly pointed out in 
the appended claims. 

[0013] To achieve the foregoing objects, and in accordance with the invention as embodied and broadly described 
20 herein, a method and computer program product for efficiently and reliably transmitting data messages from a sending 
system to a number of receiving systems is provided. 

[0014] To overcome the prooierhs in the prior art,' two protocols have been developed. The base protocol, generally 
referred to as Statistically Reliable Transmission or statistical reliability mode, relies on a probabilistic model that can be 
tuned to reduce the probability that any single system did not receive a message to an arbitrarily small number thus 

25 essentially ensuring that all systems receive a message. For those situations that the statistical model is insufficient and 
receipt must be guaranteed, minor modifications can be made to the protocol to produce a Positive Reliability Transmis- 
sion protocol or positive reliability mode where systems that do not receive a message can be identified and steps can 
be taken to ensure they receive the message. Decisions on which mode to use can be made on a per message basis 
by an application, or on a per-sender or per-site basis by systems management. 

30 [0015] Both protocols are based on UDP and both protocols multicast UDP packets to one or many recipients. The 
basic protocol relies on the transmission of multiple packets. Thus, when a message fills less than a specified minimum 
number of packets, the message is expanded to fill the required minimum number of packets. The packets are num- 
bered so that a recipient can determine if the entire message has been received. The packets are sent to the intended 
recipients using a pacing algorithm that regulates the speed at which packets are sent. The pacing algorithm recog- 

35 nizes that the packet transmission rate generally influences the packet loss rate in the network. Pacing the packets pre- 
vents the packet transmission rate from adversely influencing the packet loss rate. 

[0016] When the positive reliability transmission mode is used, an ACK requested flag is set once every Nth packet. 
The collection of N packets is referred to as "ACK window" or "transmission window." Setting the ACK request flag sig- 
nals the recipient to positively acknowledge receipt of that packet by sending an ACK to the sender. Furthermore the 
40 last packet in the transmission window has the ACK requested flag set. The ACK requested flag is not used in the sta- 
tistically reliable transmission mode. 

[001 7] Since multiple packets are sent in a message, the probability that a system will receive at least one of the pack- 
ets in a message is increased. By adjusting the minimum number of packets sent per message based on the packet 
loss rate of the system, the probability that a system will receive at least one packet can be reduced to a very small 
45 number. Systems that receive only part of a message can identify its incompleteness and send a NAK that triggers a 
retransmission. 

[0018] In a large network, it will usually occur that many systems may not have received at least part of a message. 
If each system sent a NAK, then the flood of NAKs could overwhelm the network. The invention employs NAK suppres- 
sion techniques on both the sender side and recipient side. The recipients calculate a delay time based on a defined 

so algorithm that will be used to send a NAK to the sender. The delay time is selected according to a defined probability 
density function that results in a statistically predictable number of systems sending NAKs after a given delay time. In 
one implementation, the probability density is selected to produce relatively few NAKs early on, but relatively more later 
on. By adjusting the probability density as a function of various parameters, such as the network packet loss rate, the 
number of NAKs sent at a given time can be adjusted to suit network conditions. 

55 [001 9] This reduces the number of NAKs received by the sender. In response to a NAK the sender will retransmit the 
missed packet. Any additional NAKs received by the sender for the same packet will be ignored for a predetermined 
period of time after retransmission of the packet. This further reduces the traffic on the network by giving the retrans- 
mitted packet time to be received by any system that may have missed it. In addition, each retransmit increases the 
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probability that every system in the network will receive at least one packet in a message. The NAK/retransmit proce- 
dure is repeated for some period of time. 

* [0020] In the positive reliability mode, the sender listens for and tracks ACKs by recipient. Thus, any recipient that 

does not return an ACK can be identified. Periodically, all systems that have not returned an ACK for a particular trans- 
5 mit window are identified and the last packet of the transmit window is resent to them. 

; ^ [0021] Messages can indicate that a reply is requested. When a message requesting a reply is received by a recipi- 

ent, the recipient sends a reply message. This reply is separate from the ACK/NAK procedure described above. Each 
message contains a message identifier, which is included in the reply so that when a reply message is received, the 
reply can be coupled to the original message. This allows multicast messages sent out to be correlated with the replies 
10 that are received. 

[0022] These and other objects and features of the present invention will become more fully apparent from the follow- 
ing description and appended claims, or may be learned by the practice of the invention as set forth hereinafter. 



BRIEF DESCRIPTION OF THE DRAWINGS 



15 



[0023] In order that the manner in which the above-recited and other advantages and objects of the invention are 
obtained, a more particular description of the invention briefly described above will be rendered by reference to specific 
embodiments thereof which are illustrated in the appended drawings. Understanding that these drawings depict only 
typical embodiments of the invention and are not therefore to be considered limiting of its scope, the invention will be 
20 -described and explained with additionab>pecificity and detail vhrough the use of the accompanying drawings in which: 

Figure 1 is block diagram of an exemplary system for implementing the present invention that includes a general 
purpose computing device in the form of a conventional, personal computer; 
Figure 2 is a system diagram logically showing a sending system and a number of receiving systems; 
25 Figure 3 is a logical diagram of the network protocol stack showing the location of the software for sending and 
receiving small messages according to the present invention; 

Figure 4 is a logical diagram showing a message divided in to a plurality of transmission packets as used in the sta- 
tistical reliability mode of the present invention; 

Figure 5 illustrates representative transmission packets for one embodiment; 
30 Figure 6 illustrates a sending system operating in the statistical reliability mode; 

Figure 7 is a flowchart showing the processing steps taken by the sending system in the statistical reliability mode 
of the present invention; 

Figure 8 illustrates a receiving system operating in the statistical reliability mode; 

Figure 9 is a flowchart showing the processing steps taken by each receiving system in the statistical reliability 
35 mode of the present invention; 

Figure 10 illustrates a sending system operating in the positive reliability mode; 

Figures 1 1 A and 1 1 B are flowcharts showing the processing steps taken by the sending system in the positive reli- 
ability mode of the present invention; 

Figure 12 illustrates a receiving system operating in the positive reliability mode; and 
40 Figure 13 is a flowchart showing the processing steps taken by each receiving system in the positive reliability 
mode of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

45 [0024] The invention is described below by using diagrams to illustrate either the structure or processing of embodi- 
ments used to implement the system and method of the present invention. Using the diagrams in this manner to present 
the invention should not be construed as limiting of its scope. The present invention contemplates both methods and 
systems for the hierarchical storage of data. The embodiments of the present invention may comprise a special purpose 
or general purpose computer comprising various computer hardware, as discussed in greater detail below. 

so [0025] Embodiments within the scope of the present invention also include computer readable media having execut- 
able instructions or data fields carried thereon. Such computer readable media can be any available media which can 
be accessed by a general purpose or special purpose computer. By way of example, and not limitation, such computer 
readable media can comprise computer storage media such as RAM, ROM, EEPROM, CD-ROM or other optical disk 
storage, magnetic disk storage or other magnetic storage devices, or any other medium which can be used to carry the 

55 desired executable instructions or data fields and which can accessed by a general purpose or special purpose com- 
puter. When information is transferred or provided over a network or other communications connection to a computer, 
the computer properly views the connection as a computer-readable medium. Thus, such a connection is also properly 
termed a computer-readable medium. Combinations of the above should also be included within the scope of computer 
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readable media. Executable instructions comprise, for example, instructions and data which cause a general purpose 
computer, special purpose computer, or special purpose processing device to perform a certain function or group of 
functions. 

[0026] Figure 1 and the following discussion are intended to provide a brief, general description of a suitable comput- 

5 ing environment in which the invention may be implemented. Although not required, the invention will be described in 
the general context of computer-executable instructions, such as program modules, being executed by a personal com- 
puter. Generally, program modules include routines, programs, objects, components, data structures, etc. that perform 
particular tasks or implement particular abstract data types. Moreover, those skilled in the art will appreciate that the 
invention may be practiced with other computer system configurations, including hand-held devices, multiprocessor 

w systems, microprocessor-based or programmable consumer electronics, network PCs, minicomputers, mainframe 
computers, and the like. The invention may also be practiced in distributed computing environments where tasks are 
performed by remote processing devices that are linked through a communications network. In a distributed computing 
environment, program modules may be located in both local and remote memory storage devices. 
[0027] With reference to Figure 1, an exemplary system for implementing the invention includes a general purpose 

15 computing device in the form of a conventional personal computer 20, including a processing unit 21 , a system memory 
22, and a system bus 23 that couples various system components including the system memory to the processing unit 
21. The system bus 23 may be any of several types of bus structures including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus architectures, the system memory includes read only mem- 
ory (ROM) 24 and random access memory (RAM) 25. A basic input/output system 26 (BIOS), containing the basic rou- 

20 tines that helps to transfer information between elements within the personal computer 20, such as during start-up, is 
stored in ROM 24. The personal computer 20 further includes a hard disk drive 27 for reading from and writing to a hard 
disk, not shown, a magnetic disk drive 28 for reading'rrom or writing to a removable magnetic disk 29, and an optical 
disk drive 30 for reading from or writing to removable optical disk 31 such, as a CD ROM or other optical media. The 
hard disk drive 27, magnetic disk drive 28, and optical disk drive 30 are connected to the system bus 23 by a hard disk 

25 drive interface 32, a magnetic disk drive-interface 33, and an optical drive interface 34, respectively. The drives and their 
associated computer- readable media provide nonvolatile storage of computer readable instructions, data structures, 
program modules and other data for the personal computer 20. Although the exemplary environment described herein 
employs a hard disk, a removable magnetic disk 29 and a removable optical disk 31 , it should be appreciated by those 
skilled in the art that other types of computer readable media which can store data that is accessible by a computer, 

30 such as magnetic cassettes, flash memory cards, digital video disks, Bernoulli cartridges, random access memories 
(RAMs), read only memories (ROM), and the like, may also be used in the exemplary operating environment. 
[0028] A number of program modules may be stored on the hard disk, magnetic disk 29, optical disk 31 , ROM 24 or 
RAM 25, including an operating system 35, one or more application programs 36, other program modules 37, and pro- 
gram data 38. A user may enter commands and information into the personal computer 20 through input devices such 

35 as a keyboard 40 and pointing device 42. Other input devices (not shown) may include a microphone, joystick, game 
pad, satellite dish, scanner, or the like. These and other input devices are often connected to the processing unit 21 
through a serial port interface 46 that is coupled to the system bus, but may be connected by other interfaces, such as 
a parallel port, game port or a universal serial bus (USB). A monitor 47 or other type of display device is also connected 
to the system bus 23 via an interface, such as a video adapter 48. In addition to the monitor, personal computers typi- 

40 cally include other peripheral output devices (not shown), such as speakers and printers. 

[0029] The personal computer 20 may operate in a networked environment using logical connections to one or more 
remote computers, such as a remote computer 49. The remote computer 49 may be another personal computer, a 
server, a router, a network PC, a peer device or other common network node, and typically includes many or all of the 
elements described above relative to the personal computer 20, although only a memory storage device 50 has been 

45 illustrated in Figure 1. The logical connections depicted in Figure 1 include a local area network (LAN) 51 and a wide 
area network (WAN) 52. Such networking environments are commonplace in offices' enterprise-wide computer net- 
works, intranets and the Internet. 

[0030] When used in a LAN networking environment, the personal computer 20 is connected to the local network 51 
through a network or adapter 53. When used in a WAN networking environment, the personal computer 20 typically 

so includes a modem 54 or other means for establishing communications over the wide area network 52, such as the Inter- 
net. The modem 54, which may be internal or external, is connected to the system bus 23 via the serial port interface 
46. In a networked environment, program modules depicted relative to the personal computer 20, or portions thereof, 
may be stored in the remote memory storage device. It will be appreciated that the network connections shown are 
exemplary and other means of establishing a communications link between the computers may be used. 

55 [0031 ] In certain environments, it is important to be able to transfer messages that fill relatively few packets from one 
computer to one or many other computers in a very reliable way. For example, Figure 2 illustrates a basic network con- 
nection where an operator console 70 is used to control several mid-tier servers 72 and end clients 76. Such an envi- 
ronment may be representative, for example, of a situation where multiple systems in a distributed network are 
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managed from a central operator console. To perform such management, it is often necessary to have a highly reliable 
communications path between the operator console and each of the managed systems. Furthermore, management 
functions may require bi-directional communications where messages are sent from an operating console to multiple 
managed systems and the individual managed systems respond to the message. The messages required to perform 

5 such centralized management are, in general, fairly short consisting of one packet to several hundred or thousand pack- 
ets. Furthermore, efficiency considerations generally preclude utilizing a connection-based protocol such as TCP/IP. 
Connectionless protocols such as UDP or others that utilize IP multicast are efficient but are also inherently unreliable 
since they do not guarantee delivery of any particular packet or delivery of packets in any particular order. Thus, in many 
existing networks, it is highly likely that at least some packets will be lost on occasion. The probability that any single 

70 packet is received by any single system is influenced by a wide variety of factors in the network which, together, result 
in a cumulative packet loss probability. The packet loss probability may be influenced by a variety of factors, some of 
which are physical including the cabling infrastructure of the network, and others of which vary with the amount of traffic 
on the network. For example, in a network where routers and other intermediate devices have a limited amount of buff- 
ering capability, it is possible that packets will be lost when buffer overflow is caused by packets being received at a rate 

15 faster than they can be transmitted. 

[0032] Finally, messages should be able to be broadcast to a large number of recipients without creating a flood of 
acknowledgments or negative acknowledgments that overwhelm the network. As the number of systems in a network 
increase, the likelihood that a firestorm of acknowledgments or negative acknowledgments will overwhelm the network 
increases dramatically. 

20 [0033] The present invention achieves both efficiency and reliat^ity by building high-tevel protocols upon a basic UDP 
multicast protocol. Since UDP is inherently unreliable, reliability is added by layering additional protocols upon UDP. The 
result is a protocol that achieves the efficiency of UDP multicast with very high reliability. Embodiments within the 
present invention can operate in either a statistical reliability mode or a positive reliability mode. The statistical reliability 
mode can be adjusted to lower the probability that any system did not receive a message to a very small number. The 

25 positive reliability mode adds to the functionality of the statistical reliability mode by further providing senders with the 
knowledge of which intended recipients did and did not receive the message. Mechanisms of the present invention also 
allow responses received from recipients to be tightly coupled to the initial transmission that generated the response. 
This allows for bi-directional communication using the present invention. 

[0034] Referring now to Figure 3, a logical diagram showing elements of a network protocol stack gives a context to 
30 the present invention. Each system on the network uses a similar protocol stack to provide communications between 
systems. In general, each layer provides a higher level of functionality than the layer below it, and generally handles 
lower level tasks by utilizing the appropriate lower level functionality provided by the level below it. The protocol stack of 
Figure 3 is representative of an example embodiment and should not be construed as limiting the scope of the inven- 
tion. Other suitable protocol stacks may have different layers either in number or type. 
35 [0035] The lower levels of the stack representing the hardware, hardware control, device drivers, etc. are represented 
by bracket 57 and are unimportant for explaining one illustrative embodiment of the present invention. On top of the 
lower levels is the Internet Protocol or IP layer 58 that provides basic communication services over heterogeneous net- 
works using IP. A connection protocol, the Transmission Control Protocol or TCP layer 60 provides connections with 
other IP hosts based on an IP address and a port on the host. A connection protocol, such as the TCP layer 60, though 
40 very reliable requires too much overhead to create, maintain, and use for short messaging to large numbers of receiving 
systems. 

[0036] A connectionless protocol, such as the User Datagram Protocol or UDP layer 62 provides low-overhead, high 
efficiency data transmission when used with IP multicast addresses. UDP, however, does not guarantee either receipt 
of packets or the order in which packets will be received. Because it is inherently unreliable by design, certain numbers 
45 of packets will likely be lost on networks of even moderate complexity and even more so when dealing with large num- 
bers of receiving systems. 

[0037] WinSock layer 64 provides an Application Program Interface (API) that allows higher level access to both TCP 
layer 60 and UDP layer 62. The Windows Sockets API provided by WinSock layer 64 provides a standardized Windows 
interface to various transports, such as TCP, UDP and IP so that the lower level details of the transports are hidden from 

so the higher levels. Finally, a short message send and receive facility 66 manages communicating short messages 
between IP host systems according to the present invention. This facility provides services that allow many different 
applications, such as application 68, to simplify internal code development and take advantage of the reliable and effi- 
cient communication mechanism. Short message send/receive facility 66 can also provide a high level API that allows 
applications to take advantage of the functionality of short message send/receive facility 66 without worrying about 

55 many low level details of sending and receiving messages according to the present invention. 

[0038] Embodiments of the present invention operate in a statistical reliability mode where message receipt by every 
receiving system is statistically very probable or in a positive reliability mode where each receiving system confirms 
message receipt. The probability of receiving a message using the statistically reliable mode can be adjusted by setting 
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35 



relevant parameters. 

[0039] In order to ensure reliability, the statistical reliability mode of the present invention relies on the basic concept 
that if a network has a packet loss rate that is relatively constant over the time it takes to transmit and receive a series 
of packets, then the probability of receiving k packets out of n transmitted packets is given by the equation: 



w where: 

p k is the probability of receiving k packets 
n is the total number of packets transmitted 
k is the number of packets received 
15 p is the probability of receiving a packet. 

[0040] The probability that none of the transmitted packets are received by a recipient is given by: 

P, = P o = 0-P) n 

20 

^probability of receiving all the packets transmitted isjjiyen bvj 

Ps = Pn = P° 

25 and the probability of receiving at least one packet but less than all the packets is 
given by: 

30 [0041] As an example, if there are one thousand recipients, three packets are transmitted, and the packet loss rate is 
twenty percent, then the probability of failure, the probability of success, and the probability of partial success is given 
by: 



P ps = 1-.2 3 = .008 
P ps =.8 3 = .512 



P ps = 1-.512 + .008 = .480 



40 Thus, statistically 512 recipients can be expected to receive all three packets, 480 recipients will receive some of the 
packets, and 8 recipients will receive none of the packets. The table below presents the probability of failure as a func- 
tion of the packet loss rate and the number of packets transmitted. As illustrated in the table, for moderate packet loss 
rates even a relatively few transmitted packets result in a very low probability of complete failure. Thus, by adjusting the 
number of packets transmitted for a particular packet loss rate, the probability of failure can be reduced to a very small 

45 number. 



Table 1 



Probability of Failure as a Function of the Packet Loss Rate and Number of Packets Transmitted 


Number of Packets 
Transmitted 


1 


2 


3 


4 


5 


6 


7 


8 


9 


10 


Packet 

Loss 

Rate 


10% 


0.1 


0.01 


0.001 


0.0001 


1E-05 


1E-06 


1E-07 


1E-08 


1E-09 


1E-10 
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Table 1 (continued) 



Probability of Failure as a Function of the Packet Loss Rate and Number of 


Packets Tr 


ansmitted 




Number of Packets 
Transmitted 


1 


2 


3 


4 


5 


6 


7 


8 


9 


10 


Packet 

Loss 

Rate 


20% 


0.2 


0.04 


0.008 


0.0016 


0.0003 


6E-05 


1E-05 


3E-06 


5E-07 


1E-07 


Packet 

Loss 

Rate 


30% 


0.3 


0.09 


0.027 


0.0081 


0.0024 


0.0007 


0.0002 


f C-\JO 




6E-06 


Packet 

Loss 

Rate 


40% 


0.4 


0.16 


0.064 


0.0256 


0.0102 


0.0041 


0.0016 


0.0007 


0.0003 


0.0001 



[0042] In order to ensure reliable reception in the present invention, embodiments of the present invention transmit a 
guaranteed minimum number of packets. For messages that fill less than the minimum number of packets, the message 
is padded to the .Minimum number of packets; This process is illustratecHn Figure 4; A message 80 that is io De sent - 
from a sending system to receiving systems using the present invention is received from an application and is broken 
up into a certain minimum number of packets 82a-82n. Even though a message may in many instances be effectively 
sent by one packet, as previously described, the message is padded to fill a certain minimum number so as to increase 
the likelihood that a system will at least receive one of the packets. As described below, if a system receives one packet, 
it can send a negative acknowledgment or NAK in order to cause a retransmission of the missing packets of the mes- 
sage. 

[0043] Many methods may be used to pad a message to fill a minimum number of packets. For example, if the mes- 
sage may be broken down into data blocks, each of which fill a packet, if the number of data blocks is insufficient to fill 
a minimum number of packets, zero data blocks may be added to fill the required minimum number of packets. In the 
alternative, the last data block may be replicated a sufficient number of times until the required minimum number of data 
blocks is achieved. As yet another alternative, the pad packets may contain zero length data blocks (no data). Any other 
mechanism may also be used. For example, it may be desirable to fill pad data blocks with a designated pattern so that 
the recipient can identify that the data block is a pad data block. A similar function would be achieved by using packets 
with a zero-length data block. All that is required is that after the padding occurs a sufficient minimum number of packets 
exist. 

[0044] The exact contents of the individual packets used for the present invention will depend on a variety of factors, 
many of which depend on the particular feature set that is implemented in a particular embodiment. A detailed descrip- 
tion of a packet format suitable for use with the present invention is illustrated in Figure 5. Certain embodiments of the 
present invention are built upon the functionality provided by the IP and UDP protocols. Thus, packets transmitted using 
the present invention are encapsulated within UDP packets. This is true for both the statistical reliability mode and pos- 
itive reliability mode of the invention. Both the statistical reliability mode and positive reliability mode utilize both multi- 
cast and point-to-point components. Both the multicast and point-to-point components are encapsulated within UDP 
packets. The protocols of the present invention depend upon the source and destination IP addresses and UDP ports 
in the IP and UDP portions of the datagram header. The IP and UDP portions of the datagram header are indicated in 
Figure 5 by IP/UDP datagram header 86. In addition to the standard IP/UDP datagram fields, one embodiment of the 
present invention adds packet type field 88, reserved field 90, bitmap field 92, message number field 94, packet 
sequence number field 96, response port field 98, data length field 1 00, and data field 1 02. Packet type field 88 contains 
a coded identifier that identifies the particular packet type. Packet types used in the present invention are heartbeat 
packets, positive acknowledgment packets, negative acknowledgment packets, and data packets. Table 2 below sum- 
marizes the various packet types and the packet layout used for the particular packet type. The purpose of positive 
acknowledgment packet types will be explained in greater detail below. Heartbeat messages may be used by the net- 
work to build and maintain group memberships. Although a full discussion of heartbeat messages and group member- 
ship principles are beyond the scope of this document, in general the desire for groups comes from the desirability of 
broadcasting messages to a subset of systems, and the difficulty in requiring all systems to maintain address informa- 
tion for every system in a large network. Grouping the systems of a network into groups helps solve these problems. 
Heartbeat messages can be used to discover information about groups and maintain groups. 
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Table 2 



Packet Type 


ASCII Character 


Used For 


Packet Layout 


Heartbeat 


x'16'-SYN 


Heartbeat 


2 


Positive Acknowledgment 


x'06'-ACK 


Previous transmission received correctly 


1 


Negative Acknowledgment 


x'15'-NAK 


Expected transmission not received 


1 


Data 


x'05'-ENQ 


Transmit and Receive Data 


2 



[0045] Reserved field 90 is not used and is reserved for future enhancements. Bitmap field 92 contains flags that are 
used by the protocol for various purposes. Table 3 below identifies the flags contained in bitmap 92 and their purpose. 

15 



Table 3 



Bit 


Meaning 


Values 


Notes 


X0001 


EOM 


Oor 1 


Set in the last data packet for the message. 


X0002 


ACK Requested 




Setjn positive reliability mode when the sender 
wants an ACK in response. 


X0004 


Reply Requested 


Oor 1 


Set when the sender wants a response message. 


X0008 


Reply Requested Protocol 


PosRel or StatRel 


Required when Reply Requested is Specified. 
Default is PosRel 


X0010 


Reply Message 


0 or 1 


Set on all packets in a Response message 


X0020 


Reliability Mode 


PosRel or StatRel 


Reports the Reliability mode of all packets in a 
message. 


Remainder 


RESERVED 


0 





[0046] Message number 94 is a field that contains a message ID number for the particular message. The message 
35 ID number is the same for all packets in a particular message. In addition, when replies are sent to a particular mes- 
sage, the reply also contains the message number of the message so that when the reply is received, the reply can be 
identified as being received in response to a particular message. Use of the message number allows requests and 
responses to be tightly bound so that the system can identify which responses go with which requests without enforcing 
any particular type of synchronous or connection-based protocol. 
40 [0047] Packet sequence number 96 is a number that is incremented for each packet in the message. This allows a 
recipient to identify whether ail packets of the message have been received in order to send NAKs requesting retrans- 
mission of missed packets. Response port 98 is the UDP port number that should be used for returning responses to 
the message. Data length field 100 identifies the length of data field 102 so that a recipient can extract all of the data 
field. Data field 102 contains the data to be transmitted in the packet. 
45 [0048] As indicated in Figure 5, the packets have various layouts, illustrated as layout 0, layout 1 , and layout 2. The 
packet layout for a particular packet type is summarized in Table 2. 

[0049] Although some detail is presented in Figure 5 with respect to a particular packet implementation, such is pre- 
sented by way of example only. Thus, Figure 5 should not be construed as limiting the scope of the present invention. 
Other embodiments may utilize different packet types, according to the particular feature set implemented by that par- 
so ticular embodiment. In general, however, most implementations will contain at least the destination ID, the sender ID, 
each of which comprise an IP address and a port number, and a data field for those packets that transfer data. The pur- 
poses of the other fields have been previously explained and, as illustrated more completely in the remainder of this dis- 
cussion, are used to implement or enhance various feature sets that may be incorporated into various embodiments of 
the present invention. 

55 [0050] Returning now to Figure 2, the conceptual operation of the statistical reliability mode of the present invention 
will be described. Consider that operator console 70 wishes to send a particular message to end clients 76. Operator 
console 70 will take the message and, as described in conjunction with Figure 4 above, will create at least the minimum 
number of packets necessary for the desired level of statistical reliability. The packets will then be transmitted using a 
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multicast protocol, such as IP multicast, indicated in Figure 2 by IP multicast packets 74. The multicast packets will be 
received by mid-tier servers 72 and evaluated. Since the packets are ultimately destined for end clients 76, mid-tier 
servers 72 will transmit further multicast packets, such as IP multicast packets 78, to end clients 76. 
[0051] Based on the statistical model above, some end users may receive all packets, some may receive some pack- 

5 ets, and some may receive no packets. By examining the packet sequence number and, perhaps, the end of the mes- 
sage flag, systems that receive less than all the packets can transmit a NAK requesting retransmission of the missed 
packets. For example, if an end client 76 does not receive a packet in a message from mid-tier server 72, then end client 
76 may send a NAK to mid-tier server 72. Mid-tier server 72 would receive the NAK and retransmit the requested pack- 
ets. A similar approach would be followed if a particular mid-tier server 72 did not receive one or more packets from 

10 operator console 70. In such a case, mid tier-server 72 would send a NAK to operator console 70. Operator console 70 
will receive the NAK and retransmit the requested packets. Other types of networks, not necessarily organized like the 
network illustrated in Figure 2, may use this protocol between any sending system and any number of receiving sys- 
tems. 

[0052] Retransmission of packets requested in a NAK may result in systems that received no packets or systems that 
is received less than all the packets receiving more packets than they received initially. Based on the statistical model 
above, each rebroadcast of one or more packets increases the statistical likelihood of the systems receiving all neces- 
sary packets. The NAK/retransmit procedure can be continued for a designated period of time or until certain statistical 
criteria are met. 

[0053] Although conceptually the above description results in the ability to diminish the statistical likelihood of any sys- 
20 terns not receiving- toe information they need to an arbitrary rSnimum, in reality such ari approach would create severe 
problems in many practical installations. Using an example previously presented, if the packet loss rate was twenty per- 
cent and if three packets were transmitted to one thousand recipients, statistically we could expect that 512 recipients 
would receive all three packets, 480 recipients would receive one or two packets, and eight systems would receive no 
packets. If all 480 systems sent NAKs to the sender, thevolume of network traffic may completely overwhelm the net- 
25 work. As the numbers of systems in a network increase, the problem becomes more pronounced and more serious. 
Ideally, only a sufficient number of systems would respond with NAKs to guarantee that the sender received one NAK 
for each packet that was missed. Practically, although achieving this ideal is difficult, various steps may be taken to 
reduce the flood of NAKs. 

[0054] Embodiments of the present invention may utilize suppression techniques at both the recipient and the sender 
30 to approximate the desired behavior of the network As explained below, these suppression techniques may be part of 
a means for reducing network traffic during recovery of lost packets. In essence, each recipient selects a delay time 
based on a probability density function having specific characteristics and when the NAK delay time arrives, transmits 
its NAK request if it has not already received the desired packet. On the sender side, once a packet has been retrans- 
mitted, the sender will ignore NAKs for the retransmitted packet within a specified time period after the retransmission. 
35 By combining suppression on both the recipient and sender sides, an approximation to the ideal situation can be 
achieved. The interplay between the recipient side suppression and the sender side suppression will be discussed 
below when the fill details of these methods are presented. 

[0055] Referring now to Figure 6, a structural diagram of one embodiment of the present invention illustrating the 
processing components in the sending system that are used in the statistical reliability mode when sending messages 
40 and when retransmitting missed messages is presented. In Figure 6, sending system 104 may comprise the various 
hardware components normally associated with the computer system, such as those described in conjunction with Fig- 
ure 1 above. In Figure 6, the illustration sending system 104 focuses on only those processing components used by the 
present invention in the statistical reliability mode. 

[0056] When a message, such as message 1 06, is to be transmitted it is passed to a component which is responsible 
45 for sending the message using the appropriate mechanisms. Thus, embodiments within the scope of the present inven- 
tion may comprise means for sending a message. By way of example, and not limitation, in Figure 6 such means is illus- 
trated by sender 108. Sender 108 is responsible for sending all of the packets in a message. In addition, when using 
the statistical reliability mode sender 108 is also responsible for ensuring that the required minimum number of trans- 
mission packets are produced when message 1 06 is sent. This is illustrated in Figure 6 by packets 110 which are trans- 
so mitted over network 1 12 to recipients 114. Recipients 114 represent one or more intended recipients of the message. 
Throughout the application, it should be appreciated that the protocols described herein may be used between any 
sending system and one or more receiving systems. In one embodiment, sender 108 is incorporated into a short mes- 
sage send/receive facility, such as short message send/receive facility 66 of Figure 3. Also as illustrated in Figure 3, 
sender 108 may rely on a protocol stack including various hardware components, hardware drivers, and other protocol 
55 drivers to transmit the packets. As previously described above, in one embodiment packets 110 may conform to those 
illustrated in Figure 5. 

[0057] As previously described, recipients 114 that do not receive all packets in a message may send a NAK to the 
sending system requesting retransmission of the appropriate packets. This procedure is illustrated in Figure 6 by NAK 
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116 being transmitted through network 1 12 to sending system 104. As previously described, sending system 104 will 
receive the NAK and rebroadcast appropriate message packets. Thus, embodiments within the scope of this invention 
may comprise means for receiving requests for packet retransmission. By way of example, and not limitation, in Figure 
6 such means is illustrated by NAK receiver 118. NAK receiver 118 listens for NAKs and retransmits packets according 
5 to methodologies that will be explained hereafter. In Figure 6 the retransmission of appropriate packets is illustrated by 
packet retransmission 120. 

[0058] In Figure 6, sender 1 08 and NAK receiver 1 1 8 may be implemented in a variety of ways using a variety of tech- 
nologies. If sending system 104 is a multithreaded system, then sending system 104 may implement sender 108 and 
NAK receiver 1 18 as separate threads. Other appropriate implementations may also be utilized. 

w [0059] Referring now to Figure 7, a flowchart representing the processing steps taken by the sending system accord- 
ing to one embodiment of the present invention in order send a message to receiving systems is shown. Figure 7 may 
represent, for example, the processing performed by sender 108 and NAK receiver 1 18 of Figure 6. After beginning at 
step 122, the message is divided into at least the requisite minimum number of transmission packets for desired relia- 
bility in step 124. This occurs as previously described in conjunction with Figure 4 above. Note that if the message 

15 doesn't require all of the packets then extra packets are added as previously described above to arrive at the minimum 
number of packets. These padding packets, even if not carrying data, are used to determine completeness of the mes- 
sage at the receiving system. The last packet will have the Last Packet or end of message flag set, and each packet will 
have a unique sequential packet number. Step 124 is, therefore, only one example of a means for dividing a message 
into a plurality of individual transmission packets and for adding additional transmission packets if the message fills less, 

20 than a minimum number of individual transmission packets. 

[0060] After the transmission packets have been created, the message is sent by sending each packet onto the IP 
network using the UDP multicast facility to a group of designated receivintfsystems. The transmission rate of the pack- 
ets can influence the packet loss rate of the network. For example, in a network having routers and other systems that 
buffer and forward messages, if the packets are transmitted too that, the buffer space can overflow, resulting in lost 

25 packets. Embodiments within the scope of the present invention may, therefore, comprise means for pacing transmis- 
sion of packets. By way of example, and not limitation, in Figure 7 such means is illustrated by step 126 which sends 
packets using a pacing algorithm designed to transmit packets in such a manner that the transmission has little or no 
effect on the packet loss rate. The pacing algorithm reduces network overhead since it is responsive to general network 
packet error trends and sends packets out at greater intervals (lower packet transmission rate) when the network is per- 

30 forming at a lower level. Pacing algorithms may thus comprise means for selecting a transmission rate based on net- 
work performance levels. Examples of such means are presented hereafter. 

[0061 ] Ideally, a pacing algorithm should allow the system to transmit packets as rapidly as possible without adversely 
effecting the packet loss rate of the network, in general, the packet loss rate is a very complex function of many different 
parameters, at least some of which fluctuate over time. Some of the factors are related to hardware and the particular 

35 network infrastructure being utilized to communicate between systems. Other factors are influenced by the internal 
processing load of individual systems on the network. Because so many factors can influence the packet loss rate of 
the network, it would be very difficult to calculate a priori what the packet loss rate would be for any given particular net- 
work configuration. Thus, the present invention utilizes an approach which takes a measurement of the network packet 
loss rate and adjusts the transmission rate based on the packet loss rate in order to prevent the transmission rate from 

40 adversely effecting the system packet loss rate. 

[0062] Many different methodologies can be developed to use the packet loss rate of the system to determine a trans- 
mission rate for the sender. Each of these is properly an example of means for selecting a transmission rate. Pacing 
algorithms that perform well, however, should have certain characteristics. In general, the transmission rate for a sender 
will be limited between some minimum and some maximum value. The minimum value is necessary so that the sender 

45 transmits packets at at least some minimum rate no matter what the network conditions are. If the sender did not trans- 
mit any packets, then network protocols would break down completely. Thus, even in the worst conditions the sender 
needs to transmit packets. Placing a maximum value on the transmission rate is often advisable to prevent the sender 
from totally overwhelming the network. The minimum and maximum transmission rate are often set based on testing or 
other methodologies that create acceptable minimum and maximum values. 

so [0063] When the packet loss rate is used to adjust the transmission rate, typical pacing algorithms rely on damping, 
filtering, weighting, and smoothing techniques to achieve performance levels that approximate ideal conditions. In gen- 
eral, the selected pacing methodology should respond to actual increases or decreases in packet loss rate while being 
relatively immune to small numbers of continuous errors and small bursts of errors so that they do not immediately trig- 
ger a reduction to minimum transmission rates. 

55 [0064] In general, it is very difficult to directly measure the network packet loss rate. However, measurements exist 
which are indirect indicators of the packet loss rate. One such measurement is the number of NAKs received in 
response to prior transmissions. Since the statistical reliability mode of the present invention require systems that 
received at least one, but less than all of the packets in a message to NAK for packets they did not receive, the NAK 
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rate is an indicator of the system packet loss rate, in using the NAK rate as an indicator of the packet loss rate, certain 
factors must be taken into account. For example, if the system employs NAK suppression in order to reduce the fire- 
storm of NAKs that may be created when packets are lost in the network, the NAK rate may be artificially low for a given 
packet loss rate. It is possible, however, to factor in the effects of NAK suppression so that the pacing algorithm exhibits 

5 appropriate sensitivity to the measured NAK rate. For example, if the NAK suppression methodology filters out a rela- 
tively fixed quantity of NAKs, then each NAK measured may represent many such possible NAKs, most of which were 
never sent. If the NAK suppression algorithm has a time varying component, such as a NAK suppression algorithm 
which is constructed to initially send relatively few NAKs but thereafter sending an increasing number if the initial NAKs 
were not answered, then it may be necessary to adjust the sensitivity of the pacing algorithm to the time varying nature 

10 of the NAK suppression algorithm. For example, after an initial transmission of a message, any NAKs received relatively 
soon thereafter may be weighted relatively more (since they represent a relatively larger portion of suppressed NAKs) 
and NAKs received at a later time may be weighted relatively less (since they represent a relatively smaller portion of 
suppressed NAKs). 

[0065] Another factor that may considered when designing a pacing algorithm is the statistics of received NAKs. For 
15 example, a steadily rising NAK rate may indicate degrading network conditions and steadily increasing packet loss rate. 
In such a situation, it may be desirable to construct a pacing algorithm that gradually reduces the transmission rate until 
the minimum is reached. Similarly, the pacing algorithm may respond to a steadily decreasing NAK rate by gradually 
increasing the transmission rate to the maximum value. For NAK rate increases or decreases that are of relatively short 
duration, such as might indicate a burst of dropped packets, the pacing algorithm should generally be immune to such 
20. bursts and leave the transmission rate reiatfvely unchanged at the end of the burst. "for NAK rates that are relatively 
steady above or below the desired threshold, the transmission rate should gradually be reduced to the minimum or 
raised to the maximum, respectively. 

[0066] These general characteristics may be achieved using a wide variety of pacing methodologies. Filtering and 
estimation theory provides a rich set of methodologies that are applicable to this type of problem. Control theory also 

25 has a wide variety of analytical tools and approaches that are applicable to this type of problem. For example, optimal 
or suboptimal filtering techniques designed to receive a measurement and product therefrom an estimated quantity that 
can be used to adjust the transmission rate may be used. Such methodologies generally involve a tradeoff between 
computational burden and estimation accuracy. In this situation, many of the more simplified models will likely produce 
adequate results. Such simplified models include alpha filters, alpha-beta filters, suboptimal Kolman filters, and the like. 

30 In one embodiment of the present invention, the transmission rate is adjusted through a mechanism that lowers the 
transmission rate by a variable amount that is dependent upon how far the NAK rate exceeds the desired threshold and 
increases the transmission rate at a fixed amount when the NAK rate is below a desired threshold. 
[0067] In the illustrative embodiment, the transmission rate is calculated using an iterative function that is updated at 
an appropriate time, as for example prior to each new message transmission or according to a time-based criteria that 

35 sets a minimum or maximum update time. The transmission rate at the n th iteration is calculated as a weighted average 
of a raw transmission rate from the n th iteration and a raw transmission rate from the (n - 1) th iteration according to the 
following equation: 

40 

Where: 



R wn is the weighted transmission rate used to transmit packets; 

R rn is the raw transmission rate on the n th iteration; 

45 R r ( n ^) is the raw transmission rate on the (n-7) th iteration; 

a is a weighting factor which slows the rate of change in the transmission rate. 

The raw transmission rate on the n th iteration is calculated by: 

50 R rn = ftn,(n-l) + & r 

Where: 

fl*(n-i) *s the weighted transmission rate on the {n-1) th iteration, calculated using the equation previously pre- 
ss sented; 

A r is the raw change in transmission rate calculated as shown below; and 

R rn is limited to the range R min < R rn < R max , where R min and R max represent the minimum and maximum 
allowable transmission rates, respectively. 
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The change in transmission rate, A r is calculated using the equation: 



if Kak>°< 

otherwise 



Where: 

w A r is the change in change in transmission rate; 
R AB is the base change in transmission rate; and 

A nak is tne amount the measured NAK rate is above the desired NAK rate and is calculated as illustrated below. 

i 

In the above equation, the amount that the measured NAK rate is above the desired NAK rate is calculated using the 
75 equation: 



20 



*HAX 



■l 



0 



otherwise 



Where: 

&nak is tne amount that the measured NAK rate is above the desired NAK rate; 
25 Tnak is tne desired NAK rate; 

Tanak is a damping factor that represents the difference in the NAK rate versus the prior period that must be 

exceeded before the transmission rate will be reduced; and 
Rnak is tne measured NAK rate. 

30 Often it is desirable to deal with the NAK rates and other NAK quantities as NAKs per second per 1 ,000 systems in the 
network. If this is the case, then R^ak ' n tne P nor equation may be calculated by: 



35 



R nak {population^ 



Where: 

Rnak ls tne rate per 1 ,000 systems in the population per second; 

40 NAK is the number NAKs received per second; and 

population is the number of systems in the network that may transmit NAKs. 

[0068] The performance and operation of the above system of equations can be optimized by changing the various 
constants and thresholds identified in the equations. In addition, certain parameters generally require selection of an 
45 initial value before the system of equations is iterated. In general, selection of the values of the various parameters and 
the initial starting values will be based on empirical data measured during test operations of the system. The desired 
values will be heavily dependent upon the exact installation and type of network encountered. In one embodiment, the 
following values are used: 

50 





T NAK = 5 


Am/n = 250 




T ANAK = 2 


Rmax = 2,000 


55 


fl 4S = 100 


RwO = 750 




a = 0.5 


R 0 = 750 
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In the above list, R w0 and R 0 are the initial starting values of the weighted transmission rate and raw transmission rate, 
respectively. 

[0069] Returning now to Figure 7, at step 128, the sending system will wait for NAKs from the receiving systems so 
that it can retransmit any missed packets. In order to reduce the amount of network traffic, embodiments may comprise 
5 means for suppressing packet retransmissions. Such a means may be a portion of means for reducing network traffic 
during recovery of lost packets which suppresses both NAKs produced when packets are not received by an intended 
recipient and suppresses retransmission of replacement packets in certain circumstances. By way of example, and not 
limitation, in Figure 7 a means for suppressing packet retransmissions is illustrated by the retransmission suppressor, 
enclosed by dashed line 130. 

w [0070] Retransmission suppressor 130 is designed to suppress retransmission of a packet requested by a received 
NAK if the packet was previously sent within a designated time frame. This gives retransmitted packets time to propa- 
gate through the network and be received before they are retransmitted a second time. One implementation of retrans- 
mission suppressor 130 sets a suppression timer each time a packet is transmitted. The same packet will not be 
retransmitted again until the suppression timer for that packet expires. The value of the suppression timer will depend 

15 on the expected propagation time in the network. 

[0071] At step 132, a test is made to see if there is a suppression timer running for this packet. If so, the NAK is 
ignored since a retransmission has already occurred and that particular receiving system may already have or shortly 
will have the missing packet. If the suppression timer is not running as determined at step 132, one is started for this , 
packet at step 134 and the packet is retransmitted, again using UDP multicast, at step 136. The multicast is used so 

20 that all receiving Systems that may rtave missed the packet previously will have an opportunity to receive it. As 
described below, means for suppressing requests for retransmission of packets may also be part of means for reducing 
network traffic during recovery of lost packets, such a means for suppressing requests for retransmission of packets 
works in conjunction with receiving system processing to reduce the actual number of NAKs generated when a packet 
is lost. For the embodiment illustrated in Figure 6, steps 124 and 126 of Figure 7 may be incorporated into sender 108 

25 while the remainder can be incorporated into NAK receiver 1 1 8. 

[0072] Turning now to Figure 8, a structural representation of the processing that occurs in a receiving system or 
recipient when a message is received using the statistical reliability mode is illustrated. In Figure 8, receiving system 
138 is divided by dashed line 140. The components above dashed line 140 represent the components provided by the 
present invention in order to provide received messages to applications, such as application 142 executing on receiving 

30 system 138. The components above dashed line 140 may be incorporated, for example, into a short message 
send/receive facility such as that illustrated by block 66 of Figure 3. 

[0073] As previously described, when a sending system, such as sending system 144 wishes to send a message to 
a receiving system using the statistical reliability mode, such as receiving system 138, the message is broken down and 
a guaranteed minimum number of packets is transmitted. In Figure 8, sending system 144 may implement this function- 

35 ality as previously described in conjunction with Figures 6 and 7 above. Packets 146 are transmitted via network 112 
and are received by receiving system 138. Thus, embodiments within the scope of this invention may comprise means 
for receiving packets. By way of example, and not limitation, in Figure 8 such means is illustrated by receiver 148. 
Receiver 148 is responsible for receiving packets and placing them in the proper order. Receiver 148 continually listens 
for packets. A message starts on the reception of the first received packet and continues until either all packets in the 

40 message are received or until the message times out and is removed. Note that the first received packet may not be the 
first packet of a message. The timing out and removing of messages is described in greater detail below. 
[0074] Normal processing of receiver 148 comprises assembling packets of a message in packet sequence number 
order. Messages are kept by message number and by source IP address. Since messages may have to be buffered 
until all packets are received, embodiments within the scope of this invention may comprise means for storing received 

45 packets until an entire message is received. By way of example, and not limitation, in Figure 8 such means is illustrated 
by message receive list 150. As indicated in Figure 8, a message receive list is created for each incoming message. It 
is used to reassemble packet streams into messages and identify the sender during reception. Message receive list 1 50 
may comprise a variety of information, depending upon the exact implementation and the exact feature set imple- 
mented. In one embodiment, message receive list 150 comprises the source IP address and source UDP port number, 

so the message number, a message completely received flag, a pointer to a message buffer, a message handle or other 
appropriate identifier, the time stamp of the last packet received, the time stamp of the last packet heard, and the time 
stamp of the last handoff of a packet to the application. Other embodiments may implement other or different fields 
within the message receive list. For example, it may be desirable to include actual buffer memory with message receive 
list 150 rather than a pointer to a separate message buffer. The exact implementation will depend upon various consid- 

55 erations such as the implementation details of the protocol stack used by receiver 1 48 to receive packets from network 
112. 

[0075] When a gap in the packet sequence is detected by the reception of a packet with a non-sequential packet 
sequence number, a NAK wait timer is started. At the expiration of the NAK wait time, a NAK is transmitted to sending 
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system 144 to notify sending system 144 that a packet has been missed. Embodiments within the scope of this inven- 
tion may comprise means for transmitting a request for packet retransmission. By way of example, and not limitation, in 
Figure 8 such means is illustrated by NAK timer 1 52. NAK timer 1 52 may watch message receive list 1 50 to detect non- 
sequential packet numbers. In the alternative, receiver 148 may notify NAK timer 152 when non-sequential packets 

5 have been received. As yet another alternative, the detecting of a non-sequential packet number, as well as starting the 
NAK wait timer may be incorporated into receiver 148. How this functionality is implemented will be based on a variety 
of design choices that need to be made for any particular implementation. In the embodiment illustrated in Figure 8, 
conceptually NAK timer 152 is responsible for setting the NAK wait timer when a non-sequential packet is detected and 
for transmitting a NAK to sending system 144 when the appropriate NAK timer has expired. 

10 [0076] The use of a NAK wait timer to determine when to send NAKs provides several advantages. As previously 
explained above, if every system that did not receive a packet sent a NAK as soon as the missed packed was detected, 
the network may be completely choked with NAKs. Thus, it is desirable to space NAKs between systems so that the 
NAKs that are sent are distributed in an appropriate manner so that the transmission characteristics of the network are 
not adversely affected. Furthermore, since lower-level protocols, such as UDP may not guarantee reception of packets 

15 in numerical order, it is often desirable to wait a short period of time before sending a NAK for the packet to see if the 
packet will show up. Thus, embodiments within the scope of this invention may comprise means for suppressing 
requests for retransmission of packets. As previously explained, such a means may be one component of an overall 
means for reducing network traffic when recovering lost packets. By way of example, and not limitation, such a means 
for suppressing requests for retransmission of packets may comprise a NAK suppressor incorporated into NAK timer 

20 152. 

[0077] A NAK suppressor may comprise a wide variety of structures and methodologies to reduce the.flood of NAKs 
that would occur if receiving systems immediately sent a NAK when a jacket was received^'out of sequential order. In 
its most basic form, the NAK suppressor comprises a NAK wait timer that is set to a random value when a packet is 
received out of numerical order. Setting the timer to a random value randomizes the probability of transmitting a NAK 
25 and distributes the number of NAKs transmitted over a longer time period. As disclosed below, much more sophisti- 
cated NAK suppression methodologies are available, however. 

[0078] Returning for a moment to Figure 2, when operator console 70 multicasts a plurality of packets to end clients 
76, some systems will receive all transmitted packets, some systems will receive less than all of the packets transmitted, 
and some systems will receive none of the packets transmitted. Ideally, operator console 70 would receive only one 
30 NAK for each packet that was not received by any system in the network. For example, if various systems in the network 
did not receive two packets among the many that were transmitted, then ideally operator console 70 would only receive 
one NAK for each of the two packets that were not received. Although it is difficult to achieve this ideal in practice, NAK 
suppressors that have certain characteristics can approach this ideal. 

[0079] In one embodiment of the present invention, the NAK suppressor utilizes a timer to delay transmission of 
35 NAKs. The value of the timer is set using a pseudo random number having a specific probability density function that 
creates relatively few NAKs early on and relatively more NAKs later. By tailoring the probability density function on the 
NAK timer, a situation can be created where among a population of recipients that did not receive a particular packet, 
a few systems will NAK relatively soon after the packet is missed. As long as the system receives these NAKs and 
responds with the appropriate packets, systems whose NAK timer was biased toward a later time will receive the packet 
40 before their NAK timer expires. If, however, the sending system does not receive the NAK and respond with a retrans- 
mission of the appropriate packet, then relatively more systems will NAK. By matching the probability density function 
to the particular packet lost characteristics of the network performance approaching the ideal can be achieved. 
[0080] When constructing the probability density function of the NAK timers, several factors must be taken into 
account. These factors may be summarized as follows: 

45 

1. The probability density function should have a fairly sharp corner near the minimum desired value to provide a 
definitive cutoff point for the minimum timer value. 

2. The low-end probability density function should be decreased as the network size is increased so that the overall 
number of systems that NAK early is relatively independent of the network size. 

50 3. The probability distribution of the probability density function should make it highly probable that a few systems 
will NAK relatively early. 

4. The probability density function should be relatively immune to the minimum and maximum NAK wait times so 
that the probability that a NAK will be sent by a particular system is relatively unchanged as a percentage when the 
minimum and maximum NAK wait times are adjusted. 
55 5. The probability density function should increase the likelihood of sending NAKs when the packet loss ratio 
increases so that a larger number of NAKs are sent when the packet loss ratio is high. 

[0081] The field of stochastic processes provides a rich background for selecting an appropriate probability density 
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function, and many will suffice for the present invention. In one embodiment of the present invention, the probability 
density function is created such that relatively few NAKs are generated between the minimum NAK wait time and just 
before the maximum NAK wait time. Very close to, or at the maximum NAK wait time, however, the probability density 
function dramatically increases. Such a probability density function may be generated by performing the following steps: 

5 

1 . Generate a pseudo random number between a specified minimum and maximum value. 

2. Apply a bias curve, such as a curve of the form Y = X n , in order to generate a probability density function that 
is dependent on the bias curve. 

3. Scale the resultant output of the curve to make the probability density function relatively immune to changes in 
w the number of systems in the network and the minimum and maximum NAK wait timer values. 

4. For any values below the minimum NAK wait timer value add the minimum NAK wait timer value to the quantity 
to bring it above the desired minimum NAK wait timer value. 

5. For any NAK wait timer values that are beyond the maximum allowable NAK wait timer value, reduce them to the 
maximum allowable NAK wait timer value. 

15 

[0082] The following equations mathematically describe the above steps. The first step is to generate a uniform ran- 
dom number, R, such that R lies between a minimum 

R=log(M)+- 

value R min and a maximum value, R max - In one embodiment of the present invention, R min = 0 and R max is given by 

the equation: 

Where: 

25 M is the number of systems; and 
L p is the packet loss ratio. 

[0083] The packet loss ratio is a measure of the percentage of packets lost. Examining the information that is available 
to a particular recipient, the recipient knows how many packets have been received and the recipient knows how many 

30 NAKs have been sent to request packets identified as missing. Thus, a rough measurement of the packet loss ratio may 
be calculated by dividing the number of NAKs sent by the number of packets received. A better estimate of the packet 
loss ratio may be achieved by dividing the total number of NAKs sent by a sum of the number of packets received plus 
the number of NAKs sent. In some embodiments it may desirable to limit the packet loss ratio to reasonable values 
regardless of the calculated value. For example, in one embodiment it may desirable to limit the loss ratio to a maximum 

35 of 1 and a minimum of 0.0001 . 

[0084] Once an appropriate uniform random number has been obtained, the next step is to apply a bias curve and 
scale the bias curve. A scaled time delay may thus be given by: 



40 



T s =SR n 



Where: 



T s is the scaled time delay, 
S is a scale factor, 
45 R is the random number obtained previously, 
n is the power of the curve applied. 

[0085] In the above equation a bias curve of the form Y = X n is used to bias the random numbers by increasing or 
decreasing their value and thus modifying the uniform probability density function. Other bias curves having a different 
50 shape may also be used. By adjusting the bias curve, the particular shape of the resultant probability density function 
can be adjusted for a particular implementation. 

[0086] In order to preserve the density of the original distribution independent of the number of systems in the network 
and minimum and maximum timer values, the scale factor S may be selected by the equation: 

$ 5 T -R 

c max ' ' max 

log 10 (M) 
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S is the scale factor in the equation above; 
R max is the maximum random value calculated previously; 
5 T max is the maximum timer value; 
M is the number of systems. 

[0087] Since we want a timer value that is greater than the minimum allowable timer value, steps must be taken to 
ensure that the scaled timer value, T s , falls within the desired range. Thus, if T $ is less than the allowable minimum 
w timer value, the allowable minimum timer value is added to T s to bring it above the minimum. In other words: Where: 

T m is the timer value which is guaranteed to be above the minimum; 
T s is the scaled timer value calculated above; 
Tmin is tne minimum allowable timer value. 

15 

[0088] It is desirable in the above equation to add T min to the scaled timer value if it is less than the minimum rather 
than simply truncating the scaled timer value to the minimum. Truncating the scaled timer value to the minimum would 
result in an unacceptabiy high probability density function at the lower end of the timer values. Adding the minimum pro- 
duces no such undesirable effects. Finally, the above calculations may have resulted in some values being above the. 
20 maximum allowable timer value. These may be brought into the desirable range by simply limiting them to the maximum 
allowable timer value if they are greater than the maximum allowable timer value. This will increase the probability den- 
sity function rounci the maximum allowable timer value. However, since it is desirable to bias the probability density func- 
tion to larger values, this does not create a problem. Thus, the timer value selected, T, is given by: 



25 




otherwise 



30 

Where: 



T is the selected timer value 

T m is the timer value calculated in the previous equation above; and 
35 T max is the maximum allowable timer value. 



[0089] Returning now to Figure 8, NAK timer 152 thus selects a NAK wait timer value when packets are missed as 
previously discussed and, upon expiration of the NAK wait timer value, sends NAK 154 to sending system 144 in order 
to request retransmission of the appropriate packet. In response to NAK 154, sending system 144 will retransmit the 

40 appropriate packet or packets as indicated by packet retransmission 156. It should be noted that NAK timer 152 may 
utilize a protocol stack, such as a protocol stack previously illustrated in Figure 3 to transmit NAK 1 54. it is also possible 
for NAK timer 152 to use the principles previously described in conjunction with the statistical reliability mode of trans- 
mission to increase the likelihood that NAK 154 will arrive at sending system 144. In other words, NAK 154 may be 
transmitted in multiple packets using the principles previously described. In the alternative, NAK 154 may be a single 

45 packet. In this case, the statistics of the NAK timer which will cause multiple transmissions of the NAK packet from var- 
ious systems if the first NAKs are not received increases the probability that at least one NAK will be received by send- 
ing system 144. 

[0090] When a packet in a message is received, and the full message has not yet been received, there is always the 
possibility that the remainder of the message may never be received. For example, perhaps a physical problem in the 

so network develops after only a portion of the message has been received. In such a situation the likelihood that the entire 
message will be received within a reasonable amount of time is virtually nonexistent. Thus, mechanisms must be put in 
place to delete a partially received message after a certain length of time if the remainder of the message has not been 
received. Thus, embodiments within the scope of this invention may comprise means for removing an incomplete mes- 
sage. In Figure 8 such means is illustrated, for example, by message life timer 1 58. When the first packet of a message 

55 is received, a timer may be set. If the entire message has not been received before the timer expires, then message life 
timer 158 may delete the partially received message and recover the space occupied by it. Message life timer 158 may 
be responsible for communicating with receiver 148 to identify when the first packet of a new message has been 
received. In the alternative, message life timer 158 may examine message receive list 150 to identify new entries as 
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they are created when a packet is first received for a new message. As yet another alternative, receiver 148 may be 
responsible for setting the initial value of the timer while message life timer 158 may be responsible for removing any 
incomplete messages whose timer has expired. The exact implementation will depend otfvarious design choices. 
[0091] The operation of the timer that determines the lifetime of the message may be operated in a variety of ways. 

5 For example, in one embodiment the timer is initially set upon receipt of the first packet of a message. Note that this first 
packet may not necessarily be the first sequential packet in the message. It is just the first packet that is received by a 
particular recipient, independent of the packet sequence number. The value on the timer may be set to a particular 
length of time such that if the message is not received within that particular length of time the message is deleted. !n 
the alternative, the timer may be set to a smaller value that represents the length of time before the next packet is 

10 expected. If a packet is received within the designated period of time, then the timer value is reset. Otherwise, the mes- 
sage is deleted. In the first method, the timer value simple represents the maximum time given for a particular message 
to be received. In the second approach, as long as packets are being received, the time may be extended in hopes that 
a further packet will be received. In another embodiment, combinations of the two approaches may be used. In other 
words, as long as packets are being received, the timer may be reset, however, the total time would not be allowed to 

15 exceed some maximum value. This approach may be implemented with one or two timers. How the message life timer 
is managed will be dependent upon various design choices. 

[0092] When a message has been completely received, receiver 148 may set a message completely received flag in 
the appropriate message list 150. This may be a signal to another component such as message handler 160 that the 
message has been completely received and should be transmitted to the appropriate application, such as application 
20 142. Thus, in Figure 8 message handler 160 is one example of a rreans for transferring a received message to the 
appropriate destination. In the alternative, a signal may simply be sent to the appropriate application which would then 
retrieve the message directly from the message buffer. 

[0093] It should be noted that the protocol of the present invention provides for responses to be sent back to sending 
system 144. Thus, it is possible that once a message has been received by application 142, it will desire to transmit a 

25 reply back to sending system 144. Thus, each recipient may comprise mechanisms to transmit the appropriate 
response. Such mechanisms may utilize the structures previously described to transmit information in the statistical reli- 
ability mode or the positive reliability mode, described hereafter. In other words, a recipient may incorporate not only the 
structures illustrated in Figure 8 but also the structures and processing associated with a sending system, such as that 
described in Figures 6 and 7, and as described in conjunction with the positive reliability below. At various times any 

30 system in the network may be both a sending system and receiving system, and may thus incorporate appropriate func- 
tionality to perform these roles. 

[0094] Referring now to Figure 9 a flowchart showing the processing steps taken by one embodiment of a receiving 
system in order to receive a message and give it to an application is shown. In Figure 9, no effort has been taken to 
separate functions according to the elements illustrated in Figure 8 (e.g. receiver 1 48, NAK timer 1 52, message life 

35 timer 158, and message handler 160). The emphasis, rather, is in how the functionality incorporated into the elements 
is performed. However, during the discussion of Figure 9, possible allocation of the functionality will be presented. 
[0095] After beginning at step 162, checks are made regarding the expiration of three relevant timers for a particular 
message, if they are operating. Namely, whether the NAK wait timer has expired at step 1 64, the receive wait timer at 
step 168, and the MSG life timer at step 170. As previously explained in conjunction with Figure 8, the check on the 

40 NAK wait timer may be performed by NAK timer 1 52, while the checks on the receive wait timer and the MSG life timer 
may be performed by message life timer 1 58. 

[0096] If the NAK wait timer has expired at step 1 64, then a NAK is sent for that particular packet at step 172. As pre- 
viously explained, the NAK wait timer operates so as to stagger multiple NAKs for the same packet coming from differ- 
ent systems. This reduces network congestion and reduces the total number of NAKs. If the receive wait timer expires 

45 at step 168, this indicates that a packet is "overdue" and unexpectedly late. The NAK wait timer will be started in step 
194 and if the packet isn't received by original transmission or retransmission before the expiration of the NAK wait timer 
a NAK will eventually be sent. The NAK wait timer value may be selected with an appropriate probability density func- 
tion, as previously described. If the MSG life timer expires at step 170, then too much time has elapsed for receiving all 
of the packets to assemble the message thereby indicating that an error of some sort has occurred. There may some 

so circumstances when a packet can never be delivered to the receiving system despite repeated sending of NAKs. The 
error indication is handled at step 174 before processing proceeds back to the top to await arrival of more packets or 
expiration of a timer. As previously mentioned, the error handling generally includes deleting any partially received mes- 
sage, but may also include such actions as sending notification of the failed reception to an appropriate error logging 
facility or other appropriate entity. 

55 [0097] At step 178, the receiving system waits for packets as well as the expiration of timers (as represented by the 
dashed box 166). As packets are received at step 178, they are placed in a buffer, such as message receive list 150 of 
Figure 8, for reassembling the actual data message at step 1 80. If this packet is the first received packet for a new mes- 
sage (regardless of packet sequence number) as determined at decision block 1 82, the MSG life timer is started at step 
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184. Reception and placing of packets into an appropriate buffer may be performed by receiver 148 of Figure 8. The 
setting of MSG life timer in steps 182 and 184 may be performed either by receiver 148 or message life timer 158 of 
Figure 8, depending upon the exact implementation. 

[0098] Since a packet has just been received, the receive wait timer is set/reset at step 1 86. As explained previously, 

5 the receive wait timer allows a time interval through which packets are expected to arrive from the sending system once 
a message has been started. This interval may be related to the pacing algorithm so that the two cooperate to avoid 
excessive NAKs that might occur when network performance is already degraded to the degree that the pacing algo- 
rithm is stretching times between packets that may exceed the receive wait timer interval value. This may also be per- 
formed either by receiver 148 or message life timer 158, depending upon the implementation. If the receipt of the packet 

w has eliminated the need to send a NAK, the appropriate NAK wait timer is also cancelled at step 186. 

[0099] At decision block 188, the receiving system determines If the packet is out of sequential order. If not, a deter- 
mination is made at decision block 190 whether the message is completed. If the message is not completed, processing 
returns to waiting on timer expirations and the arrival of more packets. Otherwise, once the message is complete as 
determined at decision block 190 the completed message is passed up to the application at step 192 before processing 

15 proceeds back to the top to await arrival of more packets or expiration of a timer. The test for out of order packets at 
decision block 188 is performed by receiver 148 while the message complete test may be performed by either or both 
of receiver 148 or message handler 160. For example, when the message is complete receiver 148 can set the mes- 
sage complete flag which signals message handler 160 to pass the message to the application. 
[0100] If a packet has been "skipped" as determined at decision block 188, it may be that the packet has been lost or 

20 dropped therefore requiring a NAK to be sent. For this reason the NAK wait timer is set at step 194 for the skipped 
packet in a fashion previouslvdescribed.- . ' 

[0101] Although the embodiment in Figure 9 uses separate receive wait timers and NAK wait timers, the effect of the 
two timers can be accomplished by using only NAK wait timers. This can be illustrated by examining the effect of the 
receive wait timers in Figure 9. The receive wait timers add a fixed wait time to the NAK wait timer in the situation when 
25 an expected packet does not arrive. The same effect can be achieved by setting a NAK wait timer whenever a packet 
is received with the NAK wait timer having a minimum value equal to the desired receive wait plus the regular minimum 
value of the NAK wait timer. If a packet is received out of order, the NAK wait timer is still set with the regular minimum 
value of the NAK wait timer. 

[0102] In certain situations, the reliability provided by the statistical reliability mode of the present invention is insuffi- 

30 cient and absolute guaranteed reliability is required. In such a situation, the present invention can operate in a positive 
reliability mode. The positive reliability mode adds additional processing steps and functionality to the basic statistical 
reliability mode in order to guarantee reception by each intended recipient of the message that is capable of receiving 
message packets. The positive reliability mode is able to identify any intended recipients that did not receive the mes- 
sage so that a rebroadcast to those intended recipients may be achieved. The following discussion focuses on the pos- 

35 itive reliability mode of the present invention. It should be noted that embodiments within the scope of this invention may 
switch between positive reliability mode and statistical reliability mode on a message-by-message basis by an applica- 
tion, or on a per-sender or per-site basis by systems management. Thus, in embodiments where it is desirable to pro- 
vide both the statistical reliability mode and the positive reliability mode incorporation of the additional functionality for 
the positive reliability mode is needed. 

40 [0103] Transmission in the positive reliability mode proceeds largely as previously described in conjunction with the 
statistical reliability mode, with some important additions. Basically, the sending system builds a transmission list (TList) 
of all the intended recipients. The message to be transmitted is then broken into packets for transmission, with addi- 
tional packets being added to achieve the required minimum number as previously described. In order to provide posi- 
tive feedback as to the receipt of packets by particular intended recipients, a flag is set once every N packets requesting 

45 an acknowledgment of receipt of that packet. The number of packets between the packets having the acknowledgment 
requested flag set is referred to as the ACK window or transmission window. In this application, these two terms are 
used interchangeably. When packets are received by an intended recipient, if the ACK requested flag is set, an ACK is 
returned to the sending system. Missing packets are handled using the NAK procedure previously described. The send- 
ing system listens for both ACKs and NAKs and tracks which systems have positively acknowledged all packets having 

so the ACK requested flag set. If the sending system finds unacknowledged packets, those packets are resent to the sys- 
tems that have not returned an acknowledgment. The sending system processes received NAKs as previously 
described. 

[0104] Referring now to Figure 10, a structural diagram of an embodiment implementing positive reliability mode is 
presented. Note that there is a great deal of similarity between Figure 10 and Figure 6. Furthermore, sender 108 and 
55 NAK receiver 1 18 function essentially as previously described in Figure 6. Any changes are noted below. The additional 
functionality added by the positive reliability mode is indicated in Figure 10 by the shaded blocks. The functional blocks 
of Figure 10 may be implemented using separate threads or any other manner. 

[0105] In Figure 10, sending system 196 comprises a plurality of functional units. Message 106, which is received 
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from an application or other source, is broken down by sender 108 into the required number of transmission packets. 
As previously described, if the number of packets is less than the required minimum, then additional padding packets 
are added until the required minimum number is achieved. Sender 108 then transmits the packets 1 10 via network 112 
to intended recipients 114. Sender 108 may use the pacing methodologies previously described. Recipients which 
5 receive at least one, but less than all of the packets of a message will then generate a NAK, such as NAK 1 1 6, request- 
ing retransmission of the missed packets. NAK 1 1 6 is received by NAK receiver 1 1 8 and, in response, the appropriate 
packet 120 is retransmitted. All of the steps may occur as previously described. 

[01 06] In the positive reliability mode, the operation of sender 1 08 is modified somewhat to generate slightly different 
packets for transmission to the recipients. As previously described in conjunction with the statistical reliability mode, the 

w packets are sequentially numbered in the packet sequence number field, starting with one. In addition, however, the 
ACK request flag is set on every Nth packet. As previously described in Table 3, when the ACK request flag is set in a 
packet the recipient generates an acknowledgment or ACK and transmits the ACK back to the sending system. The 
number of packets between packets with the ACK request flag set is referred to as the transmission window or ACK win- 
dow. This lets sending system 196 know with certainty that all of the packets of the ACK window were received. Fur- 

15 thermore, when positive reliability mode is used the last packet of the message has the ACK request flag set. 

[01 07] Prior to transmission a transmit list or TList is created that includes the intended recipients for the message. 
In Figure 10 this is illustrated by transmission list 198. Transmission list 198 is an example of a "means for tracking 
receipt of messages by intended recipients. In one embodiment, a transmission list is created for each message that is 
sent in positive reliability mode. In one embodiment, the transmission list comprises the message number, a pointer to 

20 Ihe beginning of the message buffer, and tht each recipient, the recipient's UDP address, a transmit list reply bit, a trans- 
mit window bitmap, and a time stamp of the latest ACK or NAK received. As with other addresses disclosed herein, the 
UDP address of each recipient may comprise an IP address and UDP port number. The transmit list reply bit is set to 
true when the message is of a type where reply is requested and the reply has been completely received. The transmit 
window bitmap contains an ACK bit and an ACK/NAK time stamp for each transmit window in the message. Transmit 

25 list 1 98 may be created by sender 108 or may be created by other components in the system. 

[0108] When recipients 114 receive a packet with the ACK request flag set, recipients 114 generate ACK 198 and 
send it to sending system 1 96. Embodiments within the scope of this invention may, therefore, comprise means for 
receiving acknowledgments. By way of example, and not limitation, such a means is illustrated by ACK receiver 200. 
ACK receiver 200 receives ACK 198 and updates transmit list 198 according to the received ACKs. In other words, 

30 when an ACK is received, ACK receiver 200 will update the transmit window bitmap by setting the appropriate ACK bit 
and ACK/NAK time stamp. Furthermore, ACK receiver 200 will update the field which tracks the time stamp of the latest 
ACK or NAK. ACK receiver 200 is also, therefore, an example of means for updating the transmission list. 
[0109] The purpose of tracking received ACKs is to identify intended recipients that did not receive the acknowledg- 
ment request packet. Periodically, transmission list 198 may be checked and intended recipients which have not 

35 acknowledged appropriate packets identified. The appropriate packets can then be rebroadcast to the intended recipi- 
ents. Embodiments within the scope of this invention may, therefore, comprise means for identifying recipients which 
have not acknowledged receipt of packets and means for retransmitting the packets. By way of example, and not limi- 
tation, in Figure 10 both such means is illustrated by send verifier 202. Send verifier 202 scans transmission list 198 for 
entries in the transmit window bitmaps which have an ACK/NAK time stamp of zero. When a non-acknowledged trans- 

40 mit window is discovered, the ACK requested packet of the transmit window (the last packet in the window) is transmit- 
ted to the UDP address of the intended recipient. 

[01 1 0] Different policies on how often send verifier 202 scans transmission list 1 98 may be established. For example, 
in one embodiment send verifier 202 begins scanning transmission list 1 98 after a sufficient time has elapsed that an 
ACK is expected to be returned. This time delay is generally set based on the expected propagation delay in the net- 

45 work, the time that it takes to process received packets at the receiving system and the propagation delay for the ACK 
back to the sending system. In addition, since the ACK request flag is only set once each transmit window, it may be 
desirable to add at least one transmit window's worth of delay onto the expected value. Furthermore, it may be desirable 
to account for the current pacing output since it influences the transmission rate of the packets. Once send verifier 
thread scans transmission list 198, it should periodically rescan the list. In one embodiment transmission list 198 is 

so scanned with the frequency of one-half times the expected ACK delay time. 

[0111] Since the information in transmission list 1 98 is only required until receipt of message is assured, embodiments 
within the scope of this invention may comprise means for freeing memory no longer needed by transmission list 198. 
In Figure 10, such means is illustrated, by way of example, by memory return 204. When a transmit window has been 
completely acknowledged by all recipients, the memory used for both that portion of the message buffer and the entry 

55 in the transmit list for that transmit window can be freed. In other words, when the corresponding ACK bits are set in the 
transmit window bitmap for all IP addresses that are identified to receive the message, the memory containing the trans- 
mit window may be freed and the pointer to the message buffer may be adjusted. Once the message has been com- 
pletely received by all intended recipients, the transmit list may also be discarded. Various embodiments of the present 
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invention may utilize different policies for initiating scans by memory return 204. In one embodiment memory return 204 
runs on the same schedule as send verifier 202. In other embodiments different schedules may be utilized. 
[0112] Referring now to Figures 11 A and 11 B, a flowchart representing the processing steps taken by the sending 
system according to the present invention in order to send a message to a receiving system is shown. After beginning 

5 at step 206 of Figure 11 A, the sending system will create a transmit list or TList at step 208 so that the ACK status for 
all receiving systems may be tracked. As previously described, one tracking list is created for each transmitted mes- 
sage. The tracking list may include such information as the message number, a pointer to the message buffer, and for 
each recipient, the recipient's UDP address, a transmit list reply bit, a transmit window bitmap, and the time stamp of 
the latest ACK or NAK received. 

10 [0113] At step 210, the message is divided into the requisite minimum number of transmission packets for desired 
reliability. This proceeds as previously explained, with extra packets added to arrive at the minimum number of packets 
if required. These padding packets, which may not carry necessary data, are used to determine completeness of the 
message at the receiving system. The last packet will have the Last Packet flag set, and each packet will have a unique 
sequential packet number. 

75 [01 1 4] With the packets created, the sending system will set the ACK Request flag for every N th packet. The N interval 
of packets is chosen based on desired positive reliability with smaller numbers creating greater network traffic but pro- 
viding higher levels of reliability. Thus, if the ACK request flag is set every N th packet a transmit window is N packets 
long. 

[0115] The message is sent by sending each packet onto the IP network using the UDP multicast facility at step 213. 

20 to the designated receiving systems. The packets will not be sent out all together or as rapidly as possible in the illus- 
trative embodiment. They may be sent out according Jp a pacing algorithm,, such as that previously described. As 
explained previously, the pacing algorithm reduces network overhead since it is responsive to general network packet 
error trends and sends packets out at greater intervals when the network is performing at a lower level. Steps 208, 21 0, 
212, and 213 can be performed by sender 108 of Figure 10. 

25 [0116] At step 214, the sending system will wait for NAKs from the receiving systems so that it can retransmit any 
missed packets as well as the ACKs from each receiving system for each N th packet received. Listening for NAKs and 
retransmitting any required packets may be performed by NAK receiver 118, while listening for ACKs may be performed 
by ACK receiver 200. In order to reduce the amount of network traffic caused by retransmission, embodiments within 
the scope of this invention may comprise means for suppressing packet retransmission. By way of example, and not 

30 limitation, in Figure 11A such means is represented by retransmission suppressor 215. Retransmission suppressor 21 5 
reduces duplicate retransmission of the same packet when two NAKs for the same packet are received within a desig- 
nated time period. At decision block 216, a test is made to see if there is a suppression timer running for this packet. If 
so, the NAK is ignored since a retransmission has already occurred and that particular receiving system may already 
or may shortly have the missing packet. This prevents extra retransmissions of the same packet that will tend to degra- 

35 date network performance. 

[0117] If the suppression timer is not running as determined at decision block 216, one is started for this packet at 
step 218 and the packet is retransmitted, again using UDP multicast, at step 220. Multicast is used so that all receiving 
systems that may have missed the packet previously will have an opportunity to receive it. As previously described, in 
conjunction with NAK suppressor 130 of Figure 7, NAK suppressor 215 may work in conjunction with receiving system 

40 processing that reduces the actual number of NAKs generated. Decision block 216, step 218, and step 220 may be 
implemented by NAK receiver 215 of Figure 10. 

[01 1 8] If an ACK is received at step 21 4, the sending system will mark the corresponding receiving system in the TList 
at step 222 as having positively received the corresponding packet. This is the TList update processing that is per- 
formed by ACK receiver 200 of Figure 10 previously explained. Periodically, as shown in Figure 1 1 B, the sending sys- 

45 tern will scan the TList in order to determine receiving systems that should have ACKed receipt of particular packets. 
This is illustrated by step 226. For those who have not appropriately ACKed receipt, the sending system will retransmit 
the appropriate packets at step 228. Steps 226 and 228 can be implemented in send verifier 202 of Figure 10. 
[0119] Referring now to Figure 12, the details of a receiving system suitable for use when the positive reliability pro- 
tocol is used is presented. In Figure 12, sending system 196 is presumed to operate according to the positive reliability 

so protocol previously described. The new functionality required in a receiving system when operating according to the 
positive reliability protocol is illustrated in Figure 12 by the shaded portions. As indicated in Figure 12, the only new 
functionality that is added to receiving system 234 is ACK transmitter 236. When a packet is received that has the ACK 
request flag set, a receiving system responds with an ACK for that packet. Thus, embodiments within the scope of this 
invention may provide means for transmitting an acknowledgment. In Figure 12 such means is illustrated, for example, 

55 by ACK transmitter 236. ACK transmitter 236 is responsible for ensuring that an ACK is transmitted whenever a packet 
with the ACK request flag set is received. In the embodiment illustrated in Figure 12, ACK transmitter 236 may receive 
notification from receiver 1 48 that a packet with the ACK request flag set has been received or ACK transmitter 236 may 
periodically scan message receive lists 150 in order to identify appropriate packets. Other than this difference, receiving 
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system 234 operates as previously described in conjunction with Figure 8. This is highlighted in Figure 13 which con- 
tains a flow diagram similar to that presented in Figure 9 which illustrates that the various processing steps for receiving 
system 234. Note that the only difference between Figure 13 and Figure 9 is decision bibck 230 and step 232 which 
detects whether the ACK request flag is set for a particular packet and, if so, sends an appropriate acknowledgment. 
5 The remainder of Figure 13 is identical to Figure 9 and the steps have been numbered accordingly. The remainder of 
these steps will not, therefore, be repeated at this point. 

[0120] The present invention may be embodied in other specific forms without departing from its spirit or essential 
characteristics. The described embodiments are to be considered in all respects only as illustrated and not restrictive. 
The scope of the invention is, therefore, indicated by the appended claims rather than by the foregoing description. All 
w changes which come within the meaning and range of equivalency of the claims are to be embraced within their scope. 
[0121] What is claimed and desired to be secured by United States Letters Patent is: 

Claims 



15 1 . In a network comprising a sending system networked together with at least one receiving system where data mes- 
sages comprising a plurality of transmission packets are transmitted between the sending system and at least one 
receiving system, and where receiving systems that do not receive at least one transmission packet send negative 
acknowledgments to the sending system requesting retransmission of the missing transmission packets, a method 
for transmitting negative acknowledgments from the receiving systems to the sending system in a manner that 

20 doss not create a flood of negative acknowledgments- ihat carr adversely affect the performance of the network, 
comprising the steps of: 

waiting, at a receiving system, for a triggering event comprising at least one of either receipt of a transmission 
packet or expiration of a negative acknowledgment wait timer; 
25 upon the triggering event of receipt of a transmission packet, then performing at least the steps of: 

examining the received transmission packet to determine if one or more previous transmission packets have 
been missed; 

if one or more previous transmission packets have been missed, then 1) selecting a negative acknowledgment 
wait time according to a defined probability density function that results in relatively few shorter wait times and 
30 relatively many longer wait times, and 2) setting a negative acknowledgment wait timer for the message asso- 

ciated with the transmission packet using the selected negative acknowledgment wait time; and 
upon the triggering event of expiration of a negative acknowledgment wait timer, then sending a negative 
acknowledgment to the sender system. 



35 2. A method for transmitting negative acknowledgments as recited in claim 1 wherein the defined probability density 
function is limited to a range between a minimum and maximum value. 

3. A method for transmitting negative acknowledgments as recited in claim 2 wherein the defined probability density 
function has a fairly sharp corner near the minimum value. 

40 

4. A method for transmitting negative acknowledgments as recited in claim 1 wherein a low-end of the probability den- 
sity function is adjusted based on network size so that as the network size increases, the overall number of receiv- 
ing systems that select shorter wait times remains relatively constant. 

45 5. A method for transmitting negative acknowledgments as recited in claim 1 wherein the probability density function 
is selected so that it is highly probable that a very few systems will select a shorter negative acknowledgment wait 
time. 

6. A method for transmitting negative acknowledgments as recited in claim 1 wherein the probability density function 
so is adjusted to increase the likelihood of selecting a shorter negative acknowledgment wait time as number of pack- 
ets lost in the network increases. 



7. A method for transmitting negative acknowledgments as recited in claim 1 wherein the negative acknowledgment 
wait time is selected by performing at least the steps of: 

55 

generating a pseudo-random number between a specified random number minimum value and a specified ran- 
dom number maximum value; 

multiplying the pseudo-random number by a bias curve in order to generate an unsealed wait time with a prob- 
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ability density function that is dependent on the bias curve; 

scaling said unsealed wait time to create a scaled wait time by multiplying- the unsealed wait time by a scale 
factor, 

generating a wait time that is above a minimum wait time by adding the minimum wait time to the scaled wait 
5 time if the scaled wait time is less than a minimum wait time, otherwise setting the wait time equal to the scaled 

wait time; and 

generating a selected wait time by reducing the wait time to a maximum wait time value if the wait time is above 
the maximum wait time value, otherwise setting the selected wait time equal to the wait time. 

10 8. A method for transmitting negative acknowledgments as recited in claim 7 wherein the scale factor is a function of 
the number of systems in the network. 

9. A method for transmitting negative acknowledgments as recited in claim 7 wherein the scale factor is a function of 
the packet loss rate of the network. 

15 

10. A method for transmitting negative acknowledgments as recited in claim 7 wherein the bias curve has the form 
Y=X n . 

11. In a network comprising a sending system networked together with at least one receiving system where data mes- 
20 sages comprising a plurality of transmission packets are transmitted between the sending system and at least one 

receiving system, and where receiving systems that do not receive at least one transmission packet send negative 
w acknowledgments to the sending system requesting retransmission of the missing transmission packets, a method 
for transmitting negative acknowledgments from the receiving systems to the sending system in a manner that 
does not create a flood of negative acknowledgments that can adversely affect the performance of the network, 
25 comprising the steps of: 

waiting at a receiving system, for a triggering event comprising at least one of either receipt of a transmission 
packet or expiration of a negative acknowledgment wait timer; 

upon the triggering event of receipt of a transmission packet, then checking the received transmission packet 
30 to determine if one or more previous packets have been missed, and if one or more previous packets have 

been missed then performing at least the steps of: 

selecting a negative acknowledgment wait time according to a defined probability density function that is 
adjusted based on both the number of systems in the network and the packet loss rate so that 1 ) the probability 
of selecting a relatively shorter wait time is reduced as the number of systems in the network increases in order 
35 to maintain a relatively constant number of negative acknowledgments from the receiving systems as the 

number of receiving systems increases, and 2) the probability of selecting a relatively shorter wait time is 
increased as the packet loss rate increases in order to increase the probability that a negative acknowledgment 
sent early will reach the sending system; and 

setting a negative acknowledgment wait timer for the message associated with the transmission packet using 
40 the selected negative acknowledgment wait time; and 

upon the triggering event of expiration of a negative acknowledgment wait timer, then sending a negative 
acknowledgment to the sender system. 

12. A method for transmitting negative acknowledgments as recited in claim 11 wherein the defined probability density 
45 function is limited to a range between a minimum and maximum value. 

13. A method for transmitting negative acknowledgments as recited in claim 12 wherein the defined probability density 
function has a fairly sharp corner near the minimum value. 

so 1 4. A method for transmitting negative acknowledgments as recited in claim 1 3 wherein the probability density function 
is selected so that it is highly probable that a very few systems will select a shorter negative acknowledgment wait 
time. 

15. A method for transmitting negative acknowledgments as recited in claim 14 wherein the negative acknowledgment 
55 wait time is selected by performing at least the steps of: 

generating a pseudo-random number between a specified random number minimum value and a specified ran- 
dom number maximum value; 
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multiplying the pseudo-random number by a bias curve in order to generate an unsealed wait time with a prob- 
ability density function that is dependent on the bias curve; 

scaling said unsealed wait time to create a scaled wait time by multiplying the unsealed wait time by a scale 
5 factor, 

generating a wait time that is above a minimum wait time by adding the minimum wait time to the scaled wait 
time if the scaled wait time is less than a minimum wait time, otherwise setting the wait time equal to the scaled 
wait time; and 

10 

generating a selected wait time by reducing the wait time to a maximum wait time value if the wait time is above 
the maximum wait time value, otherwise setting the selected wait time equal to the wait time. 

16 A method for transmitting negative acknowledgments as recited in claim 15 wherein the bias curve has the form 
15 ' Y=X n . 

1 7. A method for transmitting negative acknowledgments as recited in claim 1 6 wherein the scale factor is a function of 
the number of systems in the network. 

20 18. A method for transmitting 'negative acknowledgments as recited in claim 17 wherein th<rscale factor is a function of 
the packet loss rate of the network. 

19. In a network comprising a sending system networked together with at least one receiving system where data mes- 
sages comprising a plurality of transmission packets are transmitted between the sending system and at least one 

25 receiving system, and where receiving systems that do not receive at least one transmission packet send negative 
acknowledgments to the sending system requesting retransmission of the missing transmission packets, a method 
for transmitting negative acknowledgments from the receiving systems to the sending system in a manner that 
does not create a flood of negative acknowledgments that can adversely affect the performance of the network, 
comprising the steps of: 

30 

waiting at a receiving system, for a triggering event comprising at least one of either receipt of a transmission 
packet or expiration of a negative acknowledgment wait timer; 

upon the triggering event of receipt of a transmission packet, then checking the received transmission packet 
to determine if one or more previous packets have been missed, and if one or more previous packets have 
35 been missed then performing at least the steps of: 

selecting a negative acknowledgment wait time by performing at least the steps of: 

generating a pseudo-random number between a specified random number minimum value and a specified ran- 
dom number maximum value; 

multiplying the pseudo-random number by a bias curve of the form Y=X n in order to generate an unsealed 
40 wait time with a probability density function that is dependent on the bias curve; 

measuring a parameter that is indicative of the packet loss rate in the network and based on the parameter and 
the number of systems in the network, calculating a scale factor that is inversely proportional to the number of 
systems in the network and inversely proportional to the packet loss rate in the network; 
scaling said unsealed wait time to create a scaled wait time by multiplying the unsealed wait time by the scale 
45 factor; 

generating a wait time that is above a minimum wait time by adding the minimum wait time to the scaled wait 
time if the scaled wait time is less than a minimum wait time, otherwise setting the wait time equal to the scaled 
wait time; and 

generating a selected wait time by reducing the wait time to a maximum wait time value if the wait time is above 
so the maximum wait time value, otherwise setting the selected wait time equal to the wait time; and 

setting a negative acknowledgment wait timer for the message associated with the transmission packet using 
the selected wait time; and 

upon the triggering event of expiration of a negative acknowledgment wait timer, then sending a negative 
acknowledgment to the sender system. 

55 

20. A computer readable medium having computer executable instructions carried thereon for use in a network com- 
prising a sending system networked together with at least one receiving system, where messages are sent from 
said sending system to at least one receiving system using transmission packets designed to carry a designated 
quantity of data among a plurality of systems connected together in a network configuration, the computer execut- 
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means for receiving individual packets of a message comprised of a guaranteed minimum number of individual 
transmission packets; 

means for storing received packets until the complete message can be reassembled in the proper order or until 
it is determined that the complete message will not be received; 

means for transmitting a request for packet retransmission if a packet in the message has not been received; 
and 

means for suppressing requests for retransmission of packets so that requests for retransmission from a plu- 
rality of receiving systems are not sent at the same time, said means for suppressing requests comprising 
means for selecting a wait time according to a defined probability density function, that is adjusted based on 
both the number of systems in the network and the packet loss rate so that 1) the probability of selecting a rel- 
atively shorter wait time is reduced as the number of systems in the network increases in order to maintain a 
relatively constant number of negative acknowledgments from the receiving systems as the number of receiv- 
ing systems increases, and 2) the probability of selecting a relatively shorter wait time is increased as the 
packet loss rate increases in order to increase the probability that a negative acknowledgment sent early will 
reach the sending system. 



21. A computer readable medium as recited in claim 20 further comprising means for removing an incomplete mes- 
20 sage when it is determined that the message will not likely be received in its entirety. 

22. A computer readable medium as recited ir7claim 20 further comprising means for transferring a completely 
received message to the appropriate destination. 

25 23. A computer readable medium as recited in claim 20 further comprising means for transmitting an acknowledge- 
ment when a packet is received that has an acknowledgment request flag set. 

24. A computer readable medium having computer executable instructions carried thereon for use in a network com- 
prising a sending system networked together with at least one receiving system, where messages are sent from 
30 said sending system to at least one receiving system using transmission packets designed to carry a designated 
quantity of data among a plurality of systems connected together in a network configuration, the computer readable 
medium comprising: 

a receiver adapted to receive individual packets of the message and to place them in a message receive list 
35 for the message; 

said message receive list comprising a buffer to store individual packets of the message until the complete 
message can be reassembled in the proper order or until it is determined that the complete message will not 
be received; 

a transmitter adapted to transmit a NAK requesting retransmission of at least one missed packet in the mes- 
40 sage; and 

a NAK suppressor comprising a NAK wait timer and a wait time selector adapted to select a NAK wait time by 
executing at least the steps of: 

generating a pseudo-random number between a specified random number minimum value and a specified ran- 
dom number maximum value; 

45 multiplying the pseudo-random number by a bias curve in order to generate an unsealed wait time with a prob- 

ability density function that is dependent on the bias curve; 

measuring a parameter that is indicative of the packet loss rate in the network and based on the parameter and 
the number of systems in the network, calculating a scale factor that is inversely proportional to the number of 
systems in the network and inversely proportional to the packet loss rate in the network; 
so scaling said unsealed wait time to create a scaled wait time by multiplying the unsealed wait time by the scale 

factor; 

generating a wait time that is above a minimum wait time by adding the minimum wait time to the scaled wait 
time if the scaled wait time is less than a minimum wait time, otherwise setting the wait time equal to the scaled 
wait time; and 

55 generating a NAK wait time by reducing the wait time to a maximum wait time value if the wait time is above 

the maximum wait time value, otherwise setting the NAK wait time equal to the wait time. 

25. A computer readable medium as recited in claim 24 wherein said bias curve has the form Y=X n . 
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